Abstract. Modern real networks contain many complex topological features such as clustering, hub nodes or interlayer connections that cannot be simply described using simple random networks. Previous works in this area are mainly focused on random and scale-free networks, while the effects of clustering and the nature of interconnection links on network percolation are relatively unexplored. In this paper, interdependent random networks, smallworld networks and scale-free networks are subjected to random attacks of various sizes to study their robustness. It was found that directed dependency between two networks can induce much more catastrophic network breakdowns than undirected dependency. The high clustering level of a network was also found to be detrimental to network vulnerability.
Introduction
Complex networks exist in the majority of areas in modern society, ranging from infrastructure to social, financial and computing networks. Real networks have many complex features [1] [2] such as high clustering [2] [3] and power law degree distribution [4] that cannot be simply modelled with random [5] networks. Furthermore, they rarely exist in isolation, and are often interconnected and interdependent [3] on each other in a multitude of ways.
In interdependent networks [6] [7] , after removal of a certain network portion, catastrophic breakdown can occur where there is a complete and sudden loss of connectivity across the whole network. The power outage in Italy in 2003 [7] is a recent example, with similarities that can be found in failure of computing network with highly connected servers.
Previous research in this area has mostly focused on random and scale-free networks. Parshani et al. [8] studied random interdependent networks and observed first order percolation transition [9] under high coupling strengths. In 2013, Zhou et al. [2] discovered that by tuning the network broadness of scale-free networks, hybrid percolation transitions can be observed. Networks with clustering, however, are not well explored in the literature, and similarly, interdependent networks with directed interlayer links have also not been studied in depth.
In this paper, we investigate interdependent random [5] , small-world [3] and scalefree [4] networks. The interdependent links are defined as links between layers in an interdependent network, and the removal of a node with an interdependent link will also lead to the failure of the node linked to it. In our implementation, we will examine both undirected and directed dependency links. Attacks of various strengths will be applied on the interconnected network to determine their robustness to failures.
Methodology
The networks used in our model are the random Erdos Renyi (ER) [5] network, the small-world Watts & Strogatz (WS) [3] network and the scale-free Barabasi & Albert (BA) [4] network. The ER network was generated by randomly connecting nodes together one by one until a certain average node degree is reached. The WS network, on the other hand, is generated from an initial regular ring lattice. Each edge then has a chance to be randomly rewired into another edge. The result of this is a high level of clustering and low average path length, small-world network remnant of the initial regular lattice. Lastly, the BA network is generated using growth and preferential attachment to obtain a tail heavy, scale-free degree distribution with an exponent of 3.
All networks are generated with 3000 nodes and 12000 edges, and results from different random realizations of these networks are averaged to reduce probabilistic fluctuations. In percolation theory [9] , a network will remain connected as long as a giant cluster of connected nodes exists. In a theoretical infinite network, this giant cluster will span infinitely and will always occupy a fraction of the network. However, as nodes are gradually removed from the network, the giant component will slowly fragment until a critical threshold, where it breakdowns completely into finite clusters. This is the point where connectivity no longer exists. In an interconnected network, the process is further augmented by the cascading. The cascade process is described in Figure 1 . A random portion of layer A suffers failure due to an initial attack and the subsequent network fragmentation. Since a number of nodes in B also depend on the removed nodes, these nodes will also be deleted in the next cascade stage. These stages will alternate between layer A and layer B until stabilization occurs, where it is no longer possible to remove more nodes. Fig. 1 . Initially, the specified node in layer A will be removed by an attack. Deletion of this node leads to fragmentation of two further nodes in A marked by the x mark since they do not belong to the giant cluster anymore. Furthermore, since there are two nodes in B dependent on these two nodes, these dependent nodes will also be removed.
Results

Undirected Interdependency
As opposed to single isolated networks [9] , an interdependent ER network is able to undergo first order percolation transitions. This breakdown pattern can be seen in Figure 2 (a), the gap between two data points at 1 -p = 0.73 represents the percolation threshold. This pattern was obtained at a coupling strength of q = 0.95, where 95% of nodes in each layer are dependent on a node in the other layer. However, at lower coupling strengths, the first order percolation transition reverts back to the smooth breakdown of single networks. Previous studies also found similar results [2] , where high coupling strengths decrease the stability of the interconnected network.
Further interesting behaviors at high coupling strengths can be seen from the comparison between the ER, WS and BA interconnected networks in Figure 2(b) . The interconnected WS network is the most vulnerable to first order breakdown, with a percolation threshold of 0.71, while the ER and BA networks breakdown at percolation thresholds of 0.75 and 0.76 respectively. The increased vulnerability of the WS network can be attributed to the high level of clustering present which promotes the formation of smaller clusters rather than a giant component. BA networks on the other hand, are held together by a few hubs of very high node degrees. Random attacks are unlikely to target them making the network more robust to failures.
Directed Interdependency
In this section, directed dependency links were chosen independently for each layer, meaning that if two nodes in different layers have links in both directions between them, the two links will merge into an undirected link similar to the links in 3.1. undirected links. In Figure 3(a) , with a coupling strength of 0.65, the first order percolation transition is not present in all three types of network. However, at a higher coupling strength of 0.80, the WS interconnected network shows signs of instability as a first order transition can be observed at a percolation threshold of 0.52 in Figure  3(b) . Adopting a similar coupling strength to section 3.1 however, all three networks display catastrophic breakdown behaviors, as the percolation threshold for the ER, WS and BA networks are now 0.08, 0.06 and 0.11 respectively, as seen in Figure 3(c) . These values are much lower than the interconnected networks with undirected links, meaning at similar strengths, directed dependency links can induce much higher vulnerability to random attacks. This can be attributed to the higher coverage of the coupling links, as even though the number of nodes in each layer involved in interconnection is the same, the total number of nodes involved in interconnection for the entire interconnected network has now increased.
When the directed dependency links are not allowed to overlap, however, this imposes a limit of 0.5 on the coupling strength as the number of nodes with dependency links cannot be above 50% at all times. Due to the low coupling strength, the breakdown pattern reverts back to the second order continuous transition, as can be seen in Figure 3(d) .
Conclusion
Under a coupling strength of 0.95 and average node degree of 8, the interdependent networks with undirected dependency ER, WS and BA are found to have percolation thresholds of 0.73, 0.71 and 0.74 respectively. Strongly coupled directed interdependency are found to make networks significantly more vulnerable to random attacks, especially for BA networks as higher number of nodes involved in interconnection make the hubs more likely to be hit during the cascade process. The high level of clustering in WS networks was also found increase network vulnerability, due to preference for the formation of finite dense clusters rather than the giant cluster necessary for stability.
Real world networks such as financial, computing and infrastructure networks are often highly interconnected and interdependent [6] on each other. Their complex topological features can induce unpredictable behaviors with potentially significant consequences. The results from this study can provide useful information on the vulnerability of these networks, and help predict when these networks will undergo catastrophic breakdowns so that adequate measures can be taken to avoid such consequences.
While most previous studies focused on breakdown of random networks and networks with scale-free properties, clustering has not attracted much attention and a direct comparison between complex topological features similar to our study has not been done before. The nature of the dependency links between networks are also relatively unexplored, and future studies will benefit from more in depth investigations into novel network topologies [10] and interconnection characteristics such as directedness.
